Requirements for EPA TEDD iOS
for distribution to
Federal and State Agency Partners

In order to deploy the EPA TEDD iOS application, the following requirements must be met for legal
purposes:

1. Purchase an Apple Enterprise Development license - this license allows each agency/group to
develop and deploy in house iOS applications for internal use (the app will not appear in App
Store)

a. Pricing - https://developer.apple.com/programs/ios/enterprise/
2. Get development environment setup
a. 1 Mac machine - Apple only allows development from an Apple OS based machine
(macbook, iMac)

b. XCode installed (XCode is the IDE)

c. Generate developer certificate (https://developer.apple.com)

d. Create App ID for TEDD App

e. Generate Develop Provisioning Profile (for running/testing locally in simulator)

3. Build distribution package
a. Generate Distribution Provisioning Profile (for distributing in house with matching domain
email address (*.epa.gov, *.tceq.texas.gov, *.uscg.mil, etc)
b. Create code signing certificate — This is basically a SSL signature saying who developed it
c. Build a distribution package from XCode using the Distribution Provisioning profile
4. Distribute application
a. Distribute the i0S application via iTunes, a Mobile Device Management provider, or Diawi
(we use Diawi for wireless installation - this allows the app to be installed via a web link,
without iTunes)

Helpful links:

e Apple Enterprise License - https://developer.apple.com/programs/ios/enterprise/

e Provision and Development -
https://developer.apple.com/library/ios/documentation/NetworkingInternet/Conceptual /Remo
teNotificationsPG/Chapters/ProvisioningDevelopment.html

e List of MDM providers - http://www.enterpriseios.com/wiki/Comparison MDM Providers

e Diawi - http://www.diawi.com/
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